
Pondera Medical Center 

Administrative Policy/Procedure 

Policy Number: 84.04.2019.0P.104 

TITLE: Emails and Texts to Patients or Others 

AREAS AFFECTED: All Departments 

PURPOSE: HIPAA Privacy Rule not only allows but requires covered entities to communicate with patients via email or text 
if requested by the patient. However, it also requires covered entities to implement appropriate safeguards when 
emailing or texting e-PH I to patients. 

POLICY: The Privacy Rule allows covered healthcare providers to communicate electronically, such as through email, with 
their patients, provided they apply reasonable safeguards when doing so. Precautions need to be taken when using email 
to avoid unintentional disclosures, such as checking the email address for accuracy before sending, or sending an email 
alert to the patient for address confirmation prior to sending the message. While the Privacy Rule does not prohibit the 
use of unencrypted email for treatment-related communications between healthcare providers and patients, other 
safeguards should be applied to reasonably protect privacy, such as limiting the amount or type of information disclosed 
through unencrypted email. 

PROCEDURE: 

1. Determine from the patient's chart if they have a signed authorization to use of email or text messaging. 
2. If patient has given permission to use text or email for appointment reminders proceed ONLY after re-verifying 

the text number or email account. 
3. If patient has agreed to use of email for anything that deemed as protected health information see #4 below. 
4. Secure the Transmission: Pondera Medical Center staff will encrypt any electronic PHI (Protected Health 

Information) to ensure the information is secure. This can be done through Outlook by typing the word "secure" 
in the subject line or by clicking on the Encrypt Message area in the tool bar. 

5. Warn the Patient: Pondera Medical Center may still communicate with patients via email so long as patient is 
warned in advance about the risk of unencrypted email. THIS WARNING MUST BE DOCUMENTED BY THE 
PROVIDER ON A BLANK AUTHORIZATION FORM . The patient will have an authorization mailed to them for 
completion in follow-up. 

6. Emails/Texts from Patients. The Security Rule does not apply to the patient. A patient may send health 
information to a provider using email or texts that are not secure. The information becomes protected by HIPAA 
Rules when PMC receives it. This information must be downloaded, stamped with date received, and placed in 
the patient's record. If a patient initiates communication with a provider using email, PMC can assume unless 
explicitly stated otherwise, that email communications are acceptable to the patient. If the provider feels the 
patient may not be aware of the risks, provider must make the patient aware of the risks as in 5 above. 

7. Emails and texts to Other Providers, employees or third parties: HIPAA Privacy and Security rules also apply to 
emails and texts to persons or entities other than patients. PMC staff will only communicate e-PHI with outside 
providers using encrypted email. Email within PMC's Outlook system does not require encryption. Text messages 
are generally not secure and the sender does not know with certainty the message reached the intended 
recipient. Also, the telecommunication vendor/wireless carrier may store text messages. Texting e-PHI to other 
staff or providers is not approved by Pondera Medical Center. 

8. Following are 18 identifiers which classify PHI: 
a. Name 
b. Address 
c. Dates directly related to an individual including birth date, admission date, discharge date, date of death, and 

all ages over 89 and all elements of date including year, indicating an individual's age except elements 
indicating age 90 or older may be combined into a single category- age 90 or over 

d. Telephone number 
e. Fax number 
f. Email address 
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g. Social Security number 
h. Medical record number 
i. Health Plan Beneficiary number 
j. Account number 
k. Certificate or License number 
I. Vehicle identifiers and serial numbers, including license plate numbers 
m. Device identifiers and serial numbers 
n. Web Universal Resource locators (URLs) 
o. Internet Protocol (IP) address number 
p. Biometric identifiers including finger and voice prints 
q. Full face photographic images and any comparable images 
r. Any other unique identifying number, characteristic, or code capable of identifying the individual and not 

used for any other purpose. 
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